
 

                                                                                      www.checkmarx.com 

Success with Static Analysis 

© 2009 Checkmarx. All intellectual property rights in this publication are owned 

by Checkmarx Ltd. and are protected by United States copyright laws, other 

applicable copyright laws and international treaty provisions. Checkmarx Ltd. 

retains all rights not expressly granted. For further information, contact 

Checkmarx or your local distributor or reseller. www.Checkmarx.com. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

  

By Security Innovation 

June 2009 



 

                                                                                                                             www.checkmarx.com 

2 Checkmarx ï Success with Static Analysis 

 

Bringing Security Static Analysis into the Enterprise  

Introducing new technologies to the software development is often challengingɂbut it 
ÓÈÏÕÌÄÎȭÔ ÂÅ. New products promise improved productivity, reduced costs and so on but in 
reality these products change the way developers work, generally forcing them to learn 
new techniques, and disrupting the development process.   

The current problem is software security.  The development world has come to realize that 
the way they build applications opens the door to hackers.  They are starting to realize that 
ÉÔȭÓ ÔÈÅ ÃÏÄÅ ÉÔÓÅÌÆ ÔÈÁÔȭÓ ÅÎÁÂÌÉÎÇ ÁÔÔÁÃËȟ ÁÎÄ ÔÈÁÔ ÉÔȭÓ ÔÈÅ ÒÅÓÐÏÎÓÉÂÉÌÉÔÙ ÏÆ ÔÈÅ ÄÅÖÅÌÏÐÍÅÎÔ 
team to build software that is inherently impervious to attack.  

Catching and dealing with security defects earlier in the development lifecycle is naturally 
cheaper than dealing with them once the applications are deployed, and therein lies the 
paradoxɂÉÆ ÉÔȭÓ ÃÈÅÁÐÅÒ ÁÎÄ ÅÁÓÉÅÒ ÔÏ ÁÄÄÒÅÓÓ ÔÈÅ ÉÓÓÕÅÓ in development, why do the post 
facto analysis tools dominate the mind space and market?  There are two answers: 

1. Post facto dynamic analysis does not typically involve the development team 

directly, allowing the teams exposure to be through defect management systems 

rather than actual tacit interaction with the application 

2. Security is considered the realm of an actor outside of the normal development 

team who has specialized security engineering training unlike that which is available 

through the current global university system 

Combined, this place the problem of security squarely out of the typical software 
development team scope of responsibility and allow them to avoid the whole issue.   

Changes in the static analysis tool market however are changing the game and making it 
possible to implement effective security analysis directly into the development process. 

Traditionally, the responsibility of security in development was left to specialists who had 
their own tools to provide security guidance to development.  This approach, while often 
effective, proved costly and ÍÏÒÅ ÉÍÐÏÒÔÁÎÔÌÙȟ ÄÉÄÎȭÔ ÅÁÓÉÌÙ ÉÎÔÅÇÒÁÔÅ ÉÎÔÏ Á ÓÏÆÔ×ÁÒÅ ÔÅÁÍȭÓ 
process.   And there were technical problems:  current static analysis tools generated 
significant false positive that further exacerbated the problem by forcing teams to track 
ÄÏ×Î ÐÒÏÂÌÅÍÓ ÔÈÁÔ ÄÏÎȭÔ ÁÃÔÕÁÌÌÙ ÅØÉÓÔȢ  

Recently there have been fundamental changes in the static security analysis tool space 
that directly address the major issues that made developers shy away from the earlier 
tools: usability, efficiency and false positive reporting. These next generation tools are 
designed to integrate with normal software engineering workflows, to accurately report on 
ÓÅÃÕÒÉÔÙ ÄÅÆÅÃÔÓȟ ÁÎÄ ÔÏ ÓÕÇÇÅÓÔ ÔÅÃÈÎÉÑÕÅÓ ÆÏÒ ÒÅÐÁÉÒ ÔÈÁÔ ÆÉÔ ÔÈÅ ÅÎÇÉÎÅÅÒȭÓ ÄÅÖÅÌÏÐÍÅÎÔ 
and testing process.  These tools, typified by CxDeveloper from Checkmarx, allow static 
analysis to integrate with the development teams IDEs and allow security analysis to take 
place as part of their normal iterative design, code, test, and analyze process.  Integrating in 
this manner allows the users to solve real problems, and get smarter in the process as they 
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gain insights to what secure code looks like and how to incorporate that knowledge into 
future activities.  

Desktop AnalysisðEliminating the Need for Compilation 

Historically, static code analysis has required a complete and buildable project to run 
against, which made the logical place to do the analysis at the build server and in-line with 
ÔÈÅ ÅÎÔÉÒÅ ÂÕÉÌÄ ÐÒÏÃÅÓÓȢ  4ÈÅ ȰÂÕÉÌÄÁÂÌÅȱ ÒÅÑÕÉÒÅÍÅÎÔ ÁÌÓÏ ÆÏÒÃÅÄ ÔÈÅ ÅØÅÃution of the scan 
nearer the end of the development process making security repairs to code more 
expensive.  Modern agile/iterative techniques require that testing is done inline and that 
whatever gets checked into the build system is solid, secure and plays nicely with all the 
other code in the buildɂwhich suggests a need for static security analysis on the 
developers and testers desktop. 

"ÅÎ &ÒÁÎËÌÉÎ ÓÁÉÄ ȰÔÁËÅ ÃÁÒÅ ÏÆ ÔÈÅ ÐÅÎÎÉÅÓ ÁÎÄ ÔÈÅ ÄÏÌÌÁÒÓ ÔÁËÅ ÃÁÒÅ ÏÆ ÔÈÅÍÓÅÌÖÅÓȢȱ    This 
lesson applies in software development.  In the case of static security analysis, if the code 
that an individual developer submits is secure, the only place where needing testing is 
required is at the integration points with other modules.   

Depending on the size of an organization, a developer may have access to the code for a 
complete project, or just the code they work on with binaries and header files.  In either 
ÃÁÓÅȟ ÔÈÅ ÏÐÐÏÒÔÕÎÉÔÙ ÔÏ ÄÏ Á ÓÔÁÔÉÃ ÓÅÃÕÒÉÔÙ ÁÎÁÌÙÓÉÓ ÅØÉÓÔÓȟ ÂÕÔ ÉÔ ÔÁËÅÓ Á ÓÙÓÔÅÍ ÔÈÁÔȭÓ 
flexible and can be confÉÇÕÒÅÄ ÔÏ ÍÁËÅ ÃÅÒÔÁÉÎ ÁÓÓÕÍÐÔÉÏÎÓ ÒÅÇÁÒÄÉÎÇ ÔÈÅ ÃÏÄÅ ÉÔ ÃÁÎȭÔ scan, 
specifically trusting method calls and enforcing their proper usage. 

&ÏÒ ÅØÁÍÐÌÅȟ ÉÆ ÔÈÅÒÅȭÓ Á 31, ÑÕÅÒÙ ÓÁÎÉÔÉÚÁÔÉÏÎ ÒÏÕÔÉÎÅ ÔÈÁÔ ÈÁÓ ÔÏ ÂÅ ÃÁÌÌÅÄ ÂÅÆÏÒÅ ÁÎÙ 
database calls can be made, it should be enforced at the desktop, not at the system build.  
The ability to do the enforcement there not only improves the quality of the code, but also 
ÍÁËÅÓ ÔÈÅ ÄÅÖÅÌÏÐÅÒ ÓÍÁÒÔÅÒȟ ÁÎÄ ÍÏÒÅ ÌÉËÅÌÙ ÔÏ ÕÓÅ ÔÈÅ ÐÒÏÐÅÒ ÔÅÃÈÎÉÑÕÅ ÔÈÅ ÎÅØÔ ÔÉÍÅ ÉÔȭÓ 
needed.  (ÅÒÅȭÓ ÁÎ ÅØÁÍÐÌÅȡ 

// Proper usage  (assume global excepion handler)  

string[] getCardNumbers()  

{  

    string name = sanitize( getNameInput() ) ;  

    string q1 = ñSELECT cards FROM allcrds WHERE uname ' " + name + "  ô ò; 

    return(callDatabase(q1 ));  

}  

  

// Imp roper usage  (assume global excepion handler)  

string[] getCardNumbers()  

{  

    string q1;  

    q1 = ñSELECT cards FROM allcrds WHERE uname = ó ñ + getNameInput() + ò ô ò;   

    return(callDatabase(q1));  

}  

 

7ÅȭÌÌ ÂÅ ÃÏÍÉÎÇ ÂÁÃË ÔÏ ÔÈÉÓ ÃÏÄÅ ÌÁÔÅÒ ÂÅÃÁÕÓÅ ÉÔ ÎÏt only demonstrates a good security 
defect, but it also shows the need for a very complex and configurable mechanism to 
discover it. 
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Desktop Scanning Enables In-line Software Security Testing  

Checkmarx CxDeveloper is an excellent example of static security analysis software for the 
software engineers desktop.  It provides the scanning and analysis utilities that developers 

and testers need in near real time and 
provides a rich environment for analyzing 
security defects and pinpointing the places 
in the code that need repair.  The interface is 
clear and intuitive and provides a unique 
view of vulnerabilities as a path, which 
demonstrates where a vulnerability is 
accessed all the way through to where it is 
presented.   This path based methodology, 
while clear and easy to understand visually, 
is also the reason that CxDeveloper reports 
so few false positives.  Specifically, it only 
reports on conditions that can be absolutely 
proven, rather than reporting on things that 

could possibly be a security problemɂwhich characterizes many other current static 
analysis tools on the market today.  The combination of accuracy, usability and availability 
on the developers and testers desktop make it possible to distribute the process of source 
code security analysis and dramatically improve the quality of software without 
dramatically affecting the efficiency of the development process.   

For example, consider a development team of 20 individuals working on a client/server 
project. The teams are divided into two teams, one for the server and one for the client.  
Each team member has complete access to the code for their system, but some choose to 
×ÏÒË ×ÉÔÈ ÊÕÓÔ ÔÈÅ ÏÂÊÅÃÔ ÆÉÌÅÓ ÆÏÒ ÔÈÅ ÃÏÄÅ ÔÈÁÔ ÔÈÅÙ ÄÏÎȭÔ ×ÏÒË ÏÎȢ  !Ô ÔÈÅ ÅÎÄ ÏÆ ÅÁÃÈ 
workday, the build manager kicks off a nightly build that includes a static security analysis 
and a general smoke test and other automated test scripts.  The following morning, 
problems that were reported by the build are triaged and logged for repair by the 
appropriate developer. 

NON-COMPILATI ON:   THE I MPACT ON CENTRALIZED STATIC ANALYSIS 

Using first generation compilation based static analyzers , scanning code means compiling 
and linking, forcing the system build to run first, followed by any other tests or automated 
activities.  Should the system fail to build that night for one reason or another, the static 
security analysis will not happen, and any security that might have been discovered in the 
run are not logged in the mornings triage. Further, the CPU and memory overhead 
introduced by compilation often slowed analyses so quick scans for audits became large, 
cumbersome productions.  The risk in this scenario is that builds may fail often and key 
security vulnerabilities are not being reported.  The defects that are reported may be false 
or they may be very complex and require significant effort to research and repair, and as 
the process draws nearer to the ship date, security defects get pushed into a future release. 

NON-COMPILATION:  THE I MPACT ON DISTRIBUTED STATIC ANALYSIS 

FIGURE 1 - CHECKMARX CXDEVELOPER 
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Using next generation desktop based static analysis such as Checkmarx CxDeveloper.  
There are several efficiencies that are realized.  First, the code that CxDeveloper analyzes 
ÄÏÅÓ ÎÏÔ ÈÁÖÅ ÔÏ ÃÏÍÐÉÌÅ ÏÒ ÌÉÎËȢ  $ÅÖÅÌÏÐÅÒÓ ÃÁÎ ÐÏÉÎÔ ÁÔ ÊÕÓÔ ÔÈÅ ÃÏÄÅ ÔÈÅÙȭÒÅ ÃÕÒÒÅÎÔÌÙ 
workÉÎÇ ÏÎ ÁÎÄ ÒÕÎ ÁÎÁÌÙÓÉÓȭ ÔÏ ÕÎÃÏÖÅÒ ÓÅÃÕÒÉÔÙ ÖÕÌÎÅÒÁÂÉÌÉÔÉÅÓȢ   3ÅÃÏÎÄÌÙȟ ÔÈÅ ÒÅÓÕÌÔ ÏÆ 
the scan is a visual representation of any defects that are discovered that make it 
immediately obvious what needs to be repaired and the system provides suggestions on 
the best way to proceed, hence the time to repair is reduced, and the developer has gained 
knowledge that may be applied later.  Finally, if there are specific interface use rules 
defined by the organization, those too are tested and reported, ensuring that the all the 
local code is secure right up to the interface with other modules.  The risk in this scenario is 
that the developers do not do the scans as required and security defects get into the build.  
This however is simply mitigated by either forcing an automated scan to take place on the 
build server at check-in or including a complete module by module system scan as part of 
the QA process. 

Both scenarios are good because they acknowledge software security as an issue that must 
be dealt with during tÈÅ ÓÏÆÔ×ÁÒÅȭÓ ÄÅÖÅÌÏÐÍÅÎÔȠ ÈÏ×ÅÖÅÒ ÔÈÅ ÄÉÓÔÒÉÂÕÔÅÄ ÍÅÃÈÁÎÉÓÍ 
described in scenario 2 is superior as it leads to more secure code, fewer opportunities to 
push defects to future releases, and makes the development staff smarter while solving 
problems with the tool. 

Microsoft Visual Studio Integration Enables Inline Scanning  

Getting the proper tools onto the desktop is the key to minimizing security defects in the 
development process.  As has been demonstrated repeatedly in various areas, getting 
problem location and repair tools into the developers integrated development 
environment (IDE) improves the quality of the product and the efficiency with which it is 
developed. Examples are many but a few significant examples are: 

¶ Integrated debugging 

¶ Compiler error and warning linkage to code  

¶ Embedded programming language documentation 

¶ Integrated database development tools 

In each of these cases, they were originally stand alone utilities and integration meant that 
the software engineer did not have to leave the environment and/or configure another to 
do the specialized work, thus streamlining the process and improving quality and 
efficiency.  Security analysis tooling is no different, and the same quality and efficiency 
gains are found by integrating with the IDE. 
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Again, Checkmarx CxDeveloper is anexample of successfully leveraging the Visual Studio 
)$% ÔÏ ÅÍÂÅÄ ÓÔÁÔÉÃ ÓÅÃÕÒÉÔÙ ÁÎÁÌÙÓÉÓ ÉÎÔÏ ÔÈÅ ÅÎÇÉÎÅÅÒȭÓ ÎÏÒÍÁÌ ÁÃÔÉÖÉÔÉÅÓȢ  #ÏÄÅ ÓÃÁÎÓ ÁÒÅ 
executed directly from the solution panel where most other 

highly used options are so 
the activity is non-
intrusive and follows the 
ÄÅÖÅÌÏÐÅÒȭÓ ÌÏÇÉÃÁÌ ÆÌÏ×Ȣ   
Security query results are 
displayed in their own 
results window and 

provide the same 
rich path navigation 
and guidance 
available in the 
stand-alone UI; and 
add the ability to 
edit the text in real 
time in the same 
way as s/he would 
while working with 
the normal Visual 
Studio Error List 
window and 

providing the same click through to error support as always.  Checkmarx 
effectively allows developers to seamlessly integrate static security analysis into their 
normal activities without needing to change the Visual Studio paradigm, and improve the 
security, and arguably the overall quality of the code they develop. 

Continuous Integration for Quality 

Giving developers the tools they need to do effective software development on their 
desktop is a dramatic advance in the state of secure application developmentɂbut it is not 
enough.  What is also required?  Continuous integration is a mechanism for reinforcing the 
best behavior in software developers by encouraging them to check in good code that 
works well with the code that other developers write.  The process for achieving this is 
simple: ×ÈÅÎ ÃÏÄÅ ÉÓ ÃÈÅÃËÅÄ ÉÎÔÏ ÔÈÅ ÔÅÁÍȭÓ ÖÅÒÓÉÏÎ ÃÏÎÔÒÏÌ ÓÙÓÔÅÍ ÉÔ ÉÓ ÉÎÓÔÁÎÔÌÙ ÂÕÉÌÔ ÁÎÄ 
linked with the rest of the code, and then run through a series of automated tests to ensure 
that the code behaves properly.   

Checkmarx 
Scan solution 
Menu Option 

Checkmarx Scan 
Results including full 
path, guidance and 
error click through 
support. 
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FIGURE 2- CONCEPTUAL CONTINUOUS INTEGRATION 

If it does not work properlyȟ ÉÔȭÓ ËÎÏ×Î ÁÓ BREAKING THE BUILD  and the developer must 
immediately back out the changes that were checked in to restabilize the build. There are 
typically negative feedback items that occur ranging from an email pointing the finger at 
the offending developer, the requirement to bring doughnuts to for the group the next day 
ÁÎÄ ÐÅÒÈÁÐÓȟ ÖÅÒÙ ÏÃÃÁÓÉÏÎÁÌÌÙȟ Á ÐÕÂÌÉÃ ÆÌÏÇÇÉÎÇȢ  2ÅÇÁÒÄÌÅÓÓ ÏÆ ÔÈÅ ÆÅÅÄÂÁÃËȭÓ ÆÏÒÍȟ ÉÔ ÄÏÅÓ 
encourage developers to test their code prior to checking it in, which has an overall 
positive effect on the quality of the product.  

Breaking the build for security 

Application security is rapidly being recognized as a fourth element of quality, along with 
stability, usability and performance.  In robust continuous integration environments, 
quality in general is tested and that naturally leads to testing application security.  The 
most logical mechanism is to test from the source code out, rather than from the built 
application in simply because all the code is accessible, hence the genesis of static analysis.  
For many of the same reasons that doing effective static security analysis on the desktop 
has been a challenge, doing it at check in is difficult.  On check-in, running an entire static 
ÁÎÁÌÙÓÉÓ ÒÅÑÕÉÒÅÓ ÔÈÁÔ ÔÈÅ ÐÒÏÊÅÃÔ ÂÕÉÌÄÓȠ ÏÆ ÃÏÕÒÓÅ ÔÈÁÔȭÓ Á ÒÅÑÕÉÒÅÍÅÎÔ ÏÆ ÔÈÅ ÃÏÎÔÉÎÕous 
integration environment itself, but it can be expensive time-wise and is completely 
unnecessary.  On check-ÉÎȟ ÔÈÅ ÃÏÄÅ ÔÈÁÔ ÎÅÅÄÓ ÔÏ ÂÅ ÔÅÓÔÅÄ ÉÓ ÔÈÅ ÃÏÄÅ ÔÈÁÔȭÓ ÂÅÉÎÇ ÃÈÅÃËÅÄ 
in, so an obvious optimization to the security testing process is just testing that code, and 
not all the rest.  Checkmarx provides a tool named CxConsole which does just that.  It is a 
CLI1 program that can be integrated with the normal check in scripts and run early, before 
the code is even build even starts.  The result is an email to a predefined team that points to 
the result of the run should it fail.  Beyond breaking the build, the distribution of the run 
results will allow developers and managers to quickly see and provide positive feedback to 
the developer breaking the build, perhaps mitigation guidance or a good shared example 
for reuse; regardless, the static analysis of just that developers code breaks the build and 
never gets past that point, and the security defect is addressed. 

                                                        
1
 Command Line Interface 
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FIGURE 3 - SECURITY OPTIMIZED CONTINUOUS INTEGRATION 

Combining static analysis on the desktop with a robust continuous integration 
environment allows the static security analysis to be seamlessly integrated into the 
development process and its use reinforced in a manner familiar to most agile development 
teamsɂa double win.   

Nightly Builds for Complete Testing 

Many organizations rely on a nightly build to do all the needed testing on the code.  
Typically a build manager will call for all code to be checked in at the end of the day and 
then kicks off the entire process which does the build and, functional and performance 
testing.  Upon completion, the build manager and a triage team will go through the build 
results and log any defects found into the team defect management system and get on with 
the day.  Security testing may be included in this process as well and historically will run 
against the code from a built application.  The obvious problem in this scenario is that 
described in NON-COMPILATI ON:   THE I MPACT ON CENTRALIZED STATIC ANALYSIS 

The risk of multiple failed builds could push security scans out of the process altogether or 
return so many false positives as to make the results unworkable.  Checkmarx CxConsole is 
the answer in this case.  Regardless of whether a project builds or not, CxConsole will run 
an analysis and provide accurate results that can be immediately used.  The increase in 
efficiency in the nightly build will resist the tendency to drop security from the released 
product and help deliver higher quality applications than would be otherwise possible.  

Complete System Scans 

Quality Assurance means many things in the software development world and regardless 
ÏÆ ×ÈÁÔ ÉÔȭÓ ÃÁÌÌÅÄȟ ÓÏÆÔ×ÁÒÅ ÓÅÃÕÒÉÔÙ ÉÓ ÐÁÒÔ ÏÆ ÔÈÅ ÊÏÂȢ  1! ÔÅÁÍÓ ÍÁÙ ÎÅÅÄ ÔÏÏÌÓ ÔÈÁÔ will 
allow them to completely test code and allow them to discover security vulnerabilities, 
regulatory compliance issues or perhaps organizational coding standard adherence.  Using 
modern static analysis tooling, teams should be able to check out source trees and scan 



 

                                                                                                                             www.checkmarx.com 

9 Checkmarx ï Success with Static Analysis 

 

them to watchdog the code in general, but they also need to be able to create custom rules 
that identify non-compliance and report them as defects. 

Next generation static analysis tools such as those from Checkmarx not only allow code to 
be scanned, but also the development of specialized queries to enforce compliance or 
discover additional security of functional defects in the code, and distribute those queries 
to the members of the development team.  Earlier in this paper we identified a code snippet 
and mentioned it would be important later.  Lets have another look at it now. 

// Improper usage  (assume global excepion handler)  

string[] getCardNumbers()  

{  

    string q1;  

    q1 = ñSELECT cards FROM allcrds WHERE uname = ó ñ + getNameInput() + ò ó ò;   

    return(callDatabase(q1));  

} 

The rule in this mythical organization is that no SQL code can get to the database without 
being sanitized by a specific routine.  A first generation static analysis tool would have to 
generate patterns for every way that the rule could be violated and would end up with a 
large number of false positives.  Next generation tools like CxAudit employ a query 
language that allows real time analysis based on control and variable flow through the 
system.  So, to specifically capture all non compliant cases, the risk analyst could create the 
following query:    

CxList input = All.FindBy ShortName(ñ*Inputò); 

CxList clean = All.FindByShortName(ñsanitizeò); 

CxList execute = All.FindByShortName(ñcallDatabaseò); 

result = execute.Inf luncedByAndNotSanitized(input, clean);  

 

!ÓÓÕÍÉÎÇ ÆÏÒ ÔÈÅ ÓÁËÅ ÏÆ ÔÈÉÓ ÅØÁÍÐÌÅ ÔÈÁÔ ÁÌÌ ȰÉÎÐÕÔȱ ÉÔÅÍÓ ÃÏÎÔÁÉÎ ÔÈÅ ×ÏÒÄ ÉÎÐÕÔȟ ÔÈÉÓ 
query finds every place that data is collected, every place that data is sanitized and every 
place where it is sent to the database, and then does a complete path correlation analysis to 
determine if any data items are not being sanitized.  In this case, it would find the lines: 

q1 = ñSELECT cards FROM allcrds WHERE uname = ó ñ + getNameInput() + ò ó ò;   

return(callDatabase(q1)) ;  

 

because there is no sanitization routine in the path.  It would not find any other errors as 
the appropriate sanitization rules are followed.  Queries such as this can be created and 
added to collections that software teams execute from their desktops, during check-in, 
during nightly builds or during general security code reviews.  This ability allows teams to 
ȰÃÏÎÔÒÏÌ ÔÈÅÉÒ Ï×Î ÄÅÓÔÉÎÉÅÓȱ ÁÓ ÉÔ ×ÅÒÅ ÂÅÃÁÕÓÅ ÔÈÅÙ ÈÁÖÅ ÔÏ ÔÏÏÌÓ ÔÏ ÃÒÅÁÔÅ ÔÈÅ ÃÈÅÃËÓ ÔÈÅÙ 
need without having to go back to the vendor for custom code. 
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Performance metrics 

Using next generation static security analysis tooling has several advantages including 
accuracy and flexibility, but many times the advantages come at a cost.  The fact of the 
matter is that the next generation systems eschew basic parsing and rule matching 
algorithms in favor of lexical/path analysis and query languagesɂboth of which are 
compute intensive and impact the speed at which source code can be scanned.  Regardless 
of the processing speed though, next generation systems will be faster and more cost 
effective overall generally due to the accuracy of the results, specifically the reduction of 
false positives in the results.   False positives are an artifact of parsing and rule matching 
systems and are very difficult to mitigate.  The costs associated with verifying results are 
measurable both in terms of cost and time, but also less tacitly, in the trust users have in 
the systems.    

 Basic Static Analysis Runtime: 
 
     Cost = ((ct*cc) + (fp *ht)) 

 
     where:    ct = compute/machine time 
       cc = total compute time cost  
       fp = false positives 
       ht = human analysis cost (time or $$) 

 

The speed gains in using next generation systems are dramatic and 
when applied to modern development methods, reduce the total cost 
of ownership of the tools fairly dramatically.  The additional load on 
the build system is real in any case, so care will need to be taken to 
configure build servers with the horsepower to process multiple scans 
or with efficient queue management. 

 

Summary 

Software security requires that software teams create secure code and 
validate that the resulting executables are not vulnerable.  Penetration 
testing executables is a good practice to ensure that the code was 
actually built correctly, but it is no substitute for doing it right in the 
first place.  Static security analysis tools allow development teams to 
locate and mitigate security issues during the development process 
which not only leads to less vulnerable code, but is also cheaper 
because it locates the problems early in the development cycle where 
ÉÔȭÓ ÉÎÅØÐÅÎÓÉÖÅ ÔÏ ÒÅÐÁÉÒȢ  &ÉÒÓÔ ÇÅÎÅÒÁÔÉÏÎ ÓÔÁÔÉÃ ÓÅÃÕÒÉÔÙ ÁÎÁÌÙÓÉÓ 
tools such as those from Fortify and Ounce allow software teams to 
rapidly locate security defects in source code but they also result in a great deal of false 
positive reports that cost time and money to validate, and minimize the programs utility.  
Next generation static security analysis tools such as those from Checkmarx, dramatically 

Example 1:  (1
st

 Generation 
SCA) 
 ct = 1 hr 
 cc = $1.00 
 fp = 50 
 ht = $75/unit 
  
 t= (1 * 1) + (50* 75)  
 Cost  = $3,750.00  

Time =  50 Hours  

Example 2:  (2
nd

 Generation 
SCA) 
 ct = 10 hr 
 cc = $10.00 
 fp = 2 
 ht = $75/unit 
  
 t= (1 * 10) + (2* 75)  
 Cost = $165.00 

Time =  12 Hours  
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reduce the false positive rates found in the first generation tooling, and integrate with 
existing developer and testers tools, allowing them to treat static security analysis as an 
integral part of the development process and not force undue overhead while enforcing the 
development of secure software. 

Static analysis, like software development in general, is a evolving science and is not yet 
perfect, but the current crop of security focused tools make it much harder to create 
insecure applications and is another step in ensuring user data is safe in our modern world 
where software is ubiquitous. 

Contact Us 

For more information about Checkmarx, or any of our products, please contact us or visit 
our Web site at www.checkmarx.com. 

For immediate information, contact our staff at: 

Á +972.3.6899312 

Á info@Checkmarx.com 

 

 

 


